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AHHOTAIMSA

JlaHHBII TOKYMEHT SIBIISIETCS PYKOBOACTBOM Tosib30Bares mo padore ¢ [10 «TYMAP-CSPy

B OC MacOS. JlokyMeHT mpeHa3Ha4YeH IS TI0JIb30BaTelIel IPOTrpaMMBl.

Bce nmpapa Ha nporpammuoe ooecrieuenue npunamiexar TOO «HWJI «['amma TexHoMOruu» U He MOTYT OBITh
MOJTHOCTHIO WITH YaCTUYHO BOCIIPOU3BEICHBI, TUPAXKUPOBAHKI U PACIIPOCTPAHEHBI 0e3 paspernreHuss Kommanuu.
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1 Y¥Ycranoska I1O «TYMAP-CSP»

Hnst yctanoBku [1O BBIOTHUTE CIIEAYIOMIUE TEUCTBUS:
1. Cxomuposatp nuctpuOytuB TumarCSPlInstall.app.zip na I1K nonbs3oBatens, Hanpumep, B

katanor «M30panHoe = JJoKyMEeHTBI» - cM. pHc.1.

B 31052016
<> S =M By v O =
DKETHESHFF Lxt I 0_gamma_gost.bin
F XEF%EE %F bin ' 0_kisc_gost.bin
& Mon gainu 1.pfx b 0_kisc1_gost_exch.bin
& iCloud Drive 2pfx I 0_kisc2_gost_exch.bin
o | kXK » | '} 0_ucgo_gostbin
@ — B 20151204 TEZT 4 _ 0000.txt
7 Mporpammel [ 20151209 v 0001.txt
Pabounii cr... B 20151210 » 10828116_19.05_16.txt
N B 20151221 » GammaShopx32x64_R.2.reg
L QM""‘!‘L 1 31052018 ® | GammaShopx32x64.2.reg
° Zarpyaxi & Konus MOK CERTEX. CERT...ve HacTpoiiku cepsepa.pdf B keys >
8_bekbergenova - XEAKEEREFXESKFF.pix Libery.txt
Yerpojicrea 1) a_bekbergenova.bin 1\ setup_contig.app.zip
a Macintosh... a_bekbergenova.p12 ) testlic
a_bekbergenova.pem b TumarCSPinstall.app
/s al pix 'F TumarCSPinstall.app.zip
b alma_rsa.bin
OtmmAcEn v asdasdasd.nt
b desk.bin
b file.bin ]
1 tile.in.cpgz
) report.ixt
_| fodrigues.p12
b setup_config.app.zip
shal.pfx
$ha2.pix
B test 3
& TUMAR_CSP_INS.app
F TUMAR_CSP_INS.app.2ip
@ TUMARCSP.app
lL whitetower.bin i

Pucynok 1

2. JlBaxk/bl HaXaTh JICBOM KHOINKOW MbIU 1o muctpudytuBy TumarCSPInstall.app — cwm.

puc. 2.

B 31052016
Sl =M Ey v 6| G
HeGoamce : NEBKEBKFONESKEDKETHEBKFF. XL L 0_gamma_gost.bin
' NEFXEEXF bin 0_kisc_gost.bin
8 Mongaiini | 1.pfx } 0.kisc1_gost_exch.bin
& iCloud Drive 2pfx I 0_kisc2_gost_exch.bin
5 33 » | 1 0_ucgo.gost.bin
@ aiorop 1 20151204 _TEZT » [ 00001xt
A Nporpamms [ 20151209 » | 7 o00tta
. 20151210 > 10828116_19.05_16.xt
B 20151221 » | GammaShopx32x64.R.2.req
| [ 31052018 » | GammaShopx32x64.2.69
& Konus MOK CERTEX. CERT...ue HacTpoiiku cepeepa.pdf [ ] keys >
a_bekbergenova - XEAXEEREFXEBKFF.plx Liberyxt
Yerpoiicraa 1) a_bekbergenova.bin 1 setup_contig.app.zip
[ Macintosh... | ) a-bekbergencva.p12 ) testlic
% a_bakbergenova.pem & TumarCsPinstall.app
Yaanewssi.. % o ekbergenova.pix B nanir
Obuwh 1) aima.rsa.bin 260 TumarCSP Installer
SR & asdasdasd.n
F desk.bin
h file.bin >
| flle.bin.cpgz
) reportaxt
| rodrigues.p12
1 setup_config.app.zip
shal.pfx
shaz.pix
B tost ’
& TUMAR_CSP_INS.app
F TUMAR_CSP_INS.app.zip
@ TUMAR CSP.app
[‘ whitetower.bin t YCTaHoBUTL O6HoBMT Ynanur Boixon \
o — —
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3. HaxxaTp Ha KHOTIKY «Y CTaHOBHTBY.
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oa o TumarCSP Installer

The right his been granted
TurnarCSP v6.2.15,001 action insall
TurmnarCSP v.6.2.15.001 is succassfully installed...

YETAHOBWT | OGHOBWT | YoanuTe | | Beixop

Pucynok 3

4. Yoemutwcs, uto B LaunchPad-karamore ¢ muctpubyruBoM otoOpasmiack ukoHka [10 —

E(TUMAR_CSP) — CM. puc. 2.

Pucynoxk 4
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2 Oonosaenue IO

[Tpouenypa ooHoBneHus 110 ocymecTBisiercs anamorudHo ycranoBke [10.

st oonoBaeHus [1O BBITTOHUTH CIICTYIOIIHUE TCHCTBUS:

1. Ckonumposatb auctpudyruB TumarCSPInstall.app.zip nva [1K none3oBarens, Hanpumep,
B Katasor «/36panHoe = JJokyMeHTbI» — CM. pucC. 1.

2. JIBax[Ipl HA)KaTh JIEBOM KHOMKOW MbIIIH Mo auctpubytuBy TumarCSPInstall.app.

3. Haxarp Ha kHONIKY «OOHOBUTBY — CM. PHC. 2.

3  ¥Ynanenme I1O
Jns ynanenust [1O BBINOJHUTD CIIEAYIONINE IEUCTBUS:
1. JIBak/pl Ha)aTh JCBOI KHOMKOM MbIiiH 1o auctpubytuBy TumarCSPInstall.app.

2. Haxatp Ha kHONKY «Y ganute» — cm. Puc. 2.

4 3anyck Konduryparopa

3amyck KondurypaTopa ocCymiecTBIsSeTCS TBOWHBIM Ha)KaTHEM JIEBOM KHOIKOW MBIIIU IO
ukonke TUMAR_CSP u3 LaunchPad.
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5 VYmnpasienue I1O

5.1 MHurepdeiic riaaBuoro okna Konduryparopa

I'maBHOe okHO KoHuryparopa npeacranisier co00il OKHO, COCTOsIIIEE U3 ABYX IMaHEeNei:

OcHOBHas ITaHeNb ITIABHOTO OKHA — CHUCOK AKMUBHBIX KI04e8blX npoghaiines, cM. puc. 12.

B CrMcoK aKTHBHLE KIOYessEx noodainoe

N2 Mma npodaling Y¥CTPORCTEO XPaHeHWA Mapons
e NN — .
7« javatoken2 javatoken “ YES
* kgd file . YES
9 %, kisc file * No
10  \ usgo file \ No
Pucynok 12

I[OHOJ'IHI/ITGJ'ILHaH IIaHCJb I'NTaBHOI'O OKHA — CRUCOK Kmoueﬁ, CM. puc. 13.

D, Cricok kiCHeR

M2 Twvn gaHHbIX CraTtyc kmoda CepHiHmi HoMEep

1 Kniou AKTHEHBIMA 4973 d4 a0l cd 2b cO 62 2..

2 Kniou AKTHBHBIMA 97 cb ed 7d 77 a9 ff 5d 4f...

3 Kniou AKTHBHBIMA 4f 0598 79 45 51 ee 93 da...

4 Kntou KTHBHBIRA 30 b6 44 42 8f 0c 99 0a &..

5 CepTHdUKAT U KoY Octanock 30 gHeil 8f fb eb d6 42 34 44 B2 69..,
Pucynok 13

5.1.1 Cnucok KJI04eBbIX NPogaiiionB

OcHOBHas MaHeNb INIAaBHOTO OKHA — CHUCOK AKMUGHBIX K1I04€8bIX NPOPailnog.
Tabauua cnucka KJI4eBbIX NPopaiijioB CONEPKUT CIETYIONINE CTOIOIIBI:
e N — HoMmep npodaiina mo NopsaKy;
o  Umasa npoghaiina — nms nipodaiina, mpucBanuBaeMoe MpHu €ro Co3aHuN/U3MEHEHNH
— FSystem — ums co3manHOTO TIpOdaiisa mo-yMoIdaHuio.
e  Yempoiicmeo xpanmenus — BbIOpaHHBIM THUN ycTpoilcTBa XpaHeHHs. JlOCTyHHBIE
BapHUaHTHI:
— QaiinoBass cucrtemMa (A7 HACTPOMKM KIIIOYEBBIX KOHTEHHEPOB, pa3MEIlEHHBIX Ha
daitnoBoii cucreme B Buje (aiiioB ¢popmaror *.bin, *.pem, *.pfx, *.p12).
— javatoken (a1t HACTPOHKHM Ha HOCHTEINb KIII0YeBOi nHpopmarmn). CMm. paznen 4.3.1.
e [Ilapons — 3naueHue nois YES, eciu B HacTpolike mpodaiina /lapons BBeleH mapoiib Ha

JIOCTYII K KOHTeWHepy /3HaueHue nosst — NO, eciiv mosist 71 BBOJia 1MapoJisi ObUIM HE 3aIlOJIHEHBI.
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5.1.2 Cuucok kiarouei

Tabauua cnucka KJI4Yeil CoOIepKUT CISTYIONUEe CTOJIOIb:
e MNe — HOMEp KJIHOYA IO MOPSIAKY;
e Tun Ooannvix — 0003HauaeT HAOOp JaHHBIX, HAXOAIIMXCS B KIIOYEBOM KOHTEHHEpeE.
JlocTyTnHbIE BapUaHTHI:
— Kirou.
— Kittou u cepruduxar.
— Kimtou 1 nenoyka cepruukaros.
[Ipocmotp ceprudukara, HaxXOASIIErocs B KIOYEBOM KOHTEHHEpE, OCYILECTBISETCS
MyTeM JIBOMHOro Haxkatus Ha 3anucu Kirou u cepruduxar wim Kooy n nenouka ceprupukaros.
o Jlama co30anusa — nata co3JaHus KJII0Ya.
e  Cmamyc Knoua — 0Ka3bIBAET COCTOSHHE KITFOUYEH MOJIb30BaTelIs, IPUHUMACT 3HAUCHUS:
— AxTuBHbII/ HoBbii/3a010kupoBan — 11 Tina Kirou.
—  Ocranoch guen [konudecTBO aHeM | — st TunoB Kurwod u ceprudgukar u Kirou u
neno4ka cepruduraroB. Ecnu cepTudukar He mpocpoyeH.
—  IIpocpouen aueii [konuyectBo AHe| — misg tunoB Kooy u cepruduxar u Kiarou
U nenouka cepruduraron. Eciu ceprudukar npocpoyeH.
e  Cepuiinulii Homep — CEpUNHBIA HOMEP cepTU]UKATA OTKPBITOrO KIIIOYa.
e  Unouxamop axmueHocmu Kaioueil, pa3MEUICHHbI B TPABOM BEPXHEM YTJy IJIaBHOTO
OKHa KOH(UTYpaTopa — MpeAHA3HAYCH I OTOOPaXKEHHUS KOJIMYECTBA TOTOBBIX K HCIOJIH30BaHUIO

KJIIOYei.

5.2 Daementsl ynpasJjenus Konduryparopa

Paznen «CrnpaBka» npeaHa3HayeH s BBIBOAA CIIPABOYHOM MH(POPMALIUMH IO TPOrPaMMHOMY
komnoHeHTy Kondurypatop.

Paznen «O mporpamme» mnozBosisgeT noayduts uHpopMmanuio o [1O: HazBaHue U HOMep
Bepcuu [10 n nuHpopMaiuio o KOMIaHUU-Pa3pabOTUHKE.

Pazgen «JIuneH3us» mo3BoiseT IMOJIYYUTb I/IH(I)OpMaI_II/IIO O JTMIOCH3UHU JJIA pa6OTBI ¢ I10.

5.2.1 KHonku ynpaBJjeHust

s OwicTporo goctyma K ocHOBHOMY (yHKuuoHany Koudurypatopa mnpeaHazHaueHbBI
KHOIIKH YIIPaBJICHUS:

Cosz0amv  mnpogatin ~ —  TpeAHa3Hau€Ha  JJI1  BbI30Ba  JUAJOTOBOTO  OKHa
Co3nanus/penakrupoBanus npodaiiia.

Hsmenumv  npogharin  —  TpenHa3HaueHa  JUIsL  BbI30Ba  JMAJOrOBOTO  OKHA
Co3nanusi/penakrupoBannsi npogaiiia U BHECEHUsS H3MEHEHHM B MapaMeTphbl CYIIECTBYIOIIETO
npodaiina.

Yoanume npogaiin — npenHazHaueHa s ynajaeHus mpodaiiia U3 CrHucKa CYHIECTBYIOUIUX
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npodaiinos.
Ymo-mo ne pabomaem — npeaHa3Ha4YeHa JJIsi GOPMUPOBAHHS OTYETAa C BO3MOXKHOCTBIO €TI0

OTIIPaBKU B TEXHUYECKYIO MOJACPKKY KOMIIAaHUU-pa3paboTunka — cM. puc.14/15.

Komy: support@gamma.kz v
Konus:
Tema: TumarCSP - OTuer B TeX.NOAREPXKY

Coobujenmne: 16 Kb

report.txt

-
HacTpownts kmov Ne
Hawammre JToSs! HavaTs patoTy
“Y710-TO He paboTaer
' ocm y sac wo
. e o |
Ne

BuSasy

Pucynok 14

[ NN ) | | report.txt ~
REPORT
| TumarCSP. Configurator version: 1.0

Lib version: v.6.2.15.001

Nata ucteyenHus AERCTBUA NuueHsumu: 2017.08.01 23:59:59

|Profile name: 123
Profile device: javatoken

Porfile cont: tok
|Profile path: Aladdin eToken PRO USB 72K Java 01

Profile url: javatoken://gamma_mac:hex=6C9152580BDDBOFCESC20A5CE48231A3@/Aladdin
%20eToken%20PRO%20USB%2072K%20)ava%s20017ext=tok
Profile keys:

Profile
Profile
Porfile
|Profile path: Aladdin eToken PRO USB 72K Java

Profile url: javatoken://gamma_mac:hex=6C9152580BDDBOFCESC20A5CE48231A3@/Aladdin
%20eToken%20PRO%20USB%2072K%20)ava?ext=tok

Profile keys:

|
Profile name: 33333

Profile device: file

|Porfile cont: bin

Profile path: /Users/gamma_mac/Documents

Profile url: file://file@//Users/gamma_mac/Documents
Profile keys:

Key 1

Key status: akTWBHbIA

Key serial number: c3 ff b4 10 06 4d f5 82 6 9e af d7 97 53 62 e6 18 48 71
87 54 26 f5 6¢ Bc 9a c1 f9 5f 41 3e fe

Key public key: 6b da 33 27 @d 96 17 ©c 4b 8b @a 7e 55 6¢c 07 14 2d fb d6 3e
71 8f 2d 5d df ee d1 91 82 2a db b8 1c bc 7e 2a 54 47 50 c@ 9¢c 16 5f 57 39 28 6d fb
of 8d fg S5c 91 da 4f 2c 14 03 b8 f9 fd 81 1la 7b

Key valid from:

Key valid to:

Key issued by: Cepru¢ukar orcyrcrsyer

Key issued to: Ceprudukar orvcyrcreyer

Key is cert: NO

Pucynox 15
Buvixoo — npenna3HaueHa uig Beixona u3 I10.

110 « TYMAP-CSP». Pyxoeoocmeo nonvzosamens s OC MacOS



6 BblnoJiHsieMble onepannu

6.1 Omnepauuu ¢ npodaiiiom

6.1.1 Co3nanue npodaiisia aJst ycrpoiicrBa xpaneHusi: ¢aiijioBasi cucrema

st co3nanwust mpodaiina:
1. 3anycruts Konduryparop. Ha paGouem cTose 0TKpoeTcs riiaBHOE OKHO IPOTPaMMBbI.
2. Haxate Ha xHomky Co3math mnpodaiii sl BBI30Ba JTHAJOTOBOIO OKHA CO3/IaHUS
npodaiina — cm. puc. 16.
3. B gmamoroBom oxHe Co3aanue npodaiiia 3amoaHUTh CISIYIONINE MOJIS:
3.1. Umsa npogaiina — BBecTH MM Tpodaiina, HapuMep, UMs IOJIH30BATEIS HIH

HaMEHOBaHWE HOCHUTEIIS KIII0UEBOM I/IH(1)OpMaI_II/II/I.

& WNwms mpodaiina He OMKHO COAEpkKAaTh CHMBOJIOB Ka3aXxCKOro si3blka. llomnepkuBaroTcs
JATWHHWIIA, JTOTYCKAeTCs BBOJIUTH B MM Tpodaiina cnexyromue cumBoibl — 0-9, A-Z, a-z, «HmxkHee
MOTYEPKUBAHUECY, «ICPUCH.
3.2. Vcmpoiicmeo xpanenusi — BbIOpaTh U3 CHCKa TpeOyeMoe yCTPOMCTBO XpaHEHUS.
3.3. Ilapamemp ycmpoiicmea xpanerus:
— g tuna Dainosas cucmema — yKa3aTh IMyTh K KIKOYEBOMY KOHTCHHEPY
kHomKoi O030p;
— s tuma javatoken — BeiOpats u3 crucka 3amuck Aladdin eToken PRO USB
72k Javal.
3.4. Ilaponwv/Ilosmopume napoas — yka3aTb Mapojb Ha KJIIFOUEBONH KOHTEHHEP/HOCUTEINb
KJIFOU€BOM MH(POPMAIIUH.

4.  ]Jlns co3panus npodaiina HaxxaTh Ha KHONKY COXPaHUTB.

Ecnu HocuTeneit KI04eBoi HHGpOpMaLiK MOACOeJUHEHO HECKOJIBKO, TO JJIs BEIOOpa BTOPOTO MOICOSANHEHHOTO HOCHTEIS KIFOYEBOH
unpopmaruu ciuenyer Boiopars 3anuck Aladdin eToken PRO USB 72k Java 01; nist BeiGopa tpetbero - Aladdin eToken PRO USB 72k
Java 02 u 1.1.
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Tumar CSP Configurator

CospaHue npodaina

OHeu 0o ucteueHus

Crpoka npodanna: file:\\user
\ ' Umsn npodaiina: [ Gamma_RSAl‘ ]
YCTpOWCTEO XpaHeHus: file B
HacTpouTs KNy 7' Mapamerpu ycTpoiicTea /Users/gamma_mac/Documents/ n O6aop

[ | xpaHeHus:

Haxmure yrobsl Havars pabory

fMaponb:

MoBTOPWTHL Naponb:

Y10-TO He paboTaeT?

Haxmnre 6cnn y Bac we @ . .
NONYNEOTCH HBCTPOMTS K/DOY OPMaT Knio4esoro koHTenHepa:
< () Tumar (.bin) () Tumar (.pem)
VM KOoHTenHepa: sha2
Beixon Buoibepure ng

Pucynox 16

6.1.2 U3meHnenue npodaiijia

Onepanus U3mennTs npogaiij mo3BosiseT M3MEHUTh HACTPOMKHU mpodaiina, yka3aHHOTO B

CIHMCKE CYHIECTBYIOIIUX MTPO(DaAIIOB.

Tumar CSP Configurator

Tumar CSP Configurator

© PKCS#12 (.pfx)

Cozpanue npodaitna

CoxpaHutb

") PKCS#12 (.p12)

OrmeHa

NHel 0o ucteyeHus

Crpoka npodanna: file:\\user
Wmsa npodaina: [ Gamma_RSAl q
YCTPOMCTEO XpaHeHus: file
HacTpouts Kno4 | Mapamerpwn ycTpoicTea /Users/gamma_mac/Documents/ n O63op
) : | xpaHeHus:
Haxxamure yrobu wavars pabory 7 ~ ’3
|
8 \k* MNaponb: csesssces
9 N k?
- N u noaTopuTb e E—
-
HaxxMuTe 6CNn y Bac He .
NANYYEeTCAR HECTPOMTY KMo R Q! aopMaT Knio4esoro KOHTe"Hepaz
N® Tun - = =
— () Tumar (bin) () Tumar (.pem) © PKCS#12 (.pfx) ) PKCS#12 (.p12)
WMa KoHTenHepa: sha2
CoxpaHurs OrmeHa

:
e S —

Pucynox 17
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6.1.3 Yaanenune npodaiina

Onepanuss Yaaauth npodgaiiy mo3BoisieT yAaIUTh Npodaidil U3 CIUCKA CYIICCTBYIOIINX

npodaiinos.

] ® @ Tumar CSP Configurator

Tumar CSP C@ & S

Bol ACHCTOUTENLHO XOTUTE YABNUTE NPpoduns?

v uueH3us O nporpamme

e CrmcoK aKTUBHbLIX KIOHEBLIX Npodarios
HacTpownts knwoy N® Wma npodaitna YCTPOACTEO XPaHEeHUA

Haxounre 4robst Havars paboty 5 ~ Gamma_RSA file
6 . gamma_gost file
7 Njevatoken javatoken
8

“\ javatoken2 javatoken
Y10-TO He pabotaeT? = a2

HOXMHUTO 6CN1H Y BAC HO

A, Crmcok knoveit

Ne Tun panHbIx Craryc xniova

NOAYMAATCH HACTPOMTS K

Bbixon BuiGepute npodaiin urobsl oTo6pasuTs KN0YA | MaMeHUTb Npodaiin

Napons
\ YES
. No
\ YES
\ YES

Cepuitnsiii HOomep

Yaanuts npodain

Pucynoxk 18
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